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Chapter Motivation

@ Number theory is the part of mathematics devoted to the study
of the integers and their properties.

@ Key ideas in number theory include divisibility and the
primality of integers.

Representations of integers, including binary and hexadecimal
representations, are part of number theory.

Number theory has long been studied because of the beauty of
its ideas, its accessibility, and its wealth of open questions.

WEe’ll use many ideas developed in Chapter 1 about proof
methods and proof strategy in our exploration of number
theory.

Mathematicians have long considered number theory to be
pure mathematics, but it has important applications to

computer science and cryptography studied in Sections 4.5 and
4.6.
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Division o' et

Definition: If g and b are integers with a = 0, then

a divides b

if there exists an 1nteger@such that! b = ac)

® Whena

d1V1des‘§ we say that a is a factor Q_dm_s_o.mf_b

and that b is a mul tiple of a,
@® The notatlon[-_ “bldenotes that a divides b.
@ Ifa| b, then b/ais an integer. wodd SOL v"" =

vl > a wse

@ If a does not divide b, we write a ¢ b.

— ]Example
5

Determine whether 3 | 7 and whether 7

R
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Properties of Divisibility

Theorem 1: Let a, b, and c be integers, where a +#0.

. i. Ifa|banda|c,thena|(b+c);d> 218 . 2110 = 2] 13
. ii. Ifa]| b, thena | bc for all integers cji)2 18 , 2| (8-2)=b 2[24
s iii. Ifalbandb|c,thenalc. 218 8l4o  2luo

Proof: (i) Suppose a | b and a | ¢, then it follows that there are
integers s and t with b = as and c = at. Hence,

b+c=as+at=a(s+t). Hence, al (b+c)

(Exercises 3 and 4 ask for proofs of parts (ii) and (iii).) «
Corollary: If a, b, and c be integers, where a #0, such that
a | banda | ¢ then a | mb + nc whenever m and n are
integers.

Can you show how it follows easily from from (ii) and (i)

of Theorem 17
20 o3 9l iep ?_IF)LLU-)-MI.;)
2[3u+ 2.€




Division Algorithm -
a1 gV

@ When an integer is divided by a positive inte%er, there is a
. & and a remajnder. This is traditionally called the “Division Algorithm,’
IV but is rea ly a theorem. 7

*  Division Algorithm: If a is an integer and d a positive integer, then
there are unique integers q and r, with 0 <t < d, such that a=dq +r
(proved in Section 5.2).

3 @ discalled the divisor. ol @smas
“41)3 @ aiscalled the dividend. Fo—al ¢
12 @ qis called the quotient. S\ -, ;

! @ riscalled the remainder. G\ &W g=adivd

(. . 3 'Y‘ VW r=amodd

@ ® What are the quotient and remainder when 101 is divided by 117
Solution: The quotient when 101 is divided by 11 is Q= 101 div 11, and the

Definitions of Functions
div and mod

remainder is 2 = 101 mod 11. 10/ osv 11 = 9
@) What are the quotient and remainder when —11 js divided by 37 /&/ medll = 2

Solution: The quotient when —11 is divided by 3 is —4 = —11 div 3, and the

remainder is 1 = —11 mod 3. ~i1 olt¢ 3=-9

-] med3d =\
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Examples

1) Does 2 divdes 4?7 Vv 21y .~
2) Does 2 divdes 8?. 218
3) 2 divdes (4 + 8)? 212 .~
4) Does 2 divdes 4?
5) Does 2 divdes 4 = 5? 2145
6) Does 2 divdes 4 * 47 2/ 4.4
7)D 2 divd
) Does 2 divdes 4? 214 y ) " 2\ "

8) Does 4 divdes 16?
9) Does 2 divdes 16?

- ) q=11/2| =5, |
[‘.\ aluatc- reoil- (2)(5) =1 _q-_._.i ‘\
2ve N\ 3 s 2L . 0
1 I' X= \

» 11mod2 =
N — —

-6
» =11mod2 =1 |
= q =[-11/2| = -6, 2
r=“11~(2)(—6)= _'2_
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Congruence Relation
2 é e

Definition: If g and_b are integers and m is a positive integer, then g is
congruent to b modulo m if m divides a - b.

@ e notationja = b (mod m)( says that g is congruent to b modulo m.
@® Wesaythata = b (mod m) is a congruence and that m is its modulus.

@ Two integers are congruent mod m if and only if they have the same
remainder when divided by m.

@ [faisnof congruent to b modulo m, we write

e a Z b (mod m)
[Example:\Determine whether J_Z.].s_m.n,%mﬂnu;aj_madulo_é; and
whether 24 and 14 are congruent modulo 6. |2 — 5¢mod 6) 77
24 = 14 ( mod ) w0

Solution: -
® _17 =5 (mod 6) because 6 divides 17 — 5 = 12, & ; ( ' 7%-5)
® 24 # 14 (mod 6) since 24 — 14 = 10 is not divisible by 6.

g/ (2u-1u)

6 (1e)




/6 meod 5 = [ NasXy =2

21 mod S = | /6 2 2) 5 26

26 me 85 = | 23)

3l med 5 = | —aly 2L L @UZ
5—- > AN IS

J6 med 5 = 28 wmsd S
a moed m = b med m

Sllov

a=b (medm)
\L26 = /6 (maalsj(

a = b(mad M)
6__/ —
A yod m = b mssl
m|@- b)

Erample (7= 5(mod 6) v -

3y IZmogd 6 = 5 mod € 57 &Jg
/ =4 = S '!53'.' -g-'

27
Vi m | (a-b) 3-5= 12  6llav

214/:5 (Y mod € 6/i/(2'4-"4) LI
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More on Congruences

’rl;heorem 4: Let m be a positive integer. The integers
a and b are congruent modulo m if and only if there is

an integer k such that a = b + km.

Proof:
@® I[fa = b (mod m), then (by the definition of

congruence) m | a — b. Hence, there is an integer k
such that a - b = km and equivalently a = b + km.

@ Conversely, if there is an integer k such that a = b + km,
then km=a-b. Hence, m | a-band a = b (mod m). «




A = b(mod m_) def of Qngrunce
mijla-b
) — a)-ef oru‘\ftﬁv\
a-b=knr
= km-t-b

Decide whether each of these integers is congruent to 5 modulo 6.

"V 12z 5 moeds m]a-b
W 6/Cr- &l
?
* 24 24 __-F/' Smod § 6'/(2‘4“9) 6 1a x

Find each of these values.

a) (- 133 mod 23 + 261 mod 23) mod 23

(a. wmoed m + bmodm) Mo d

[d.-l-]:)) me o m

&
(

(—133+ 26l) mod 23 231 128

/115~

[28 mod 23 1>

. ,3 Yy=(3



26 = 16(medS

: I — =
~—The Relationship between

(mod m) and mod m Notations

16
. The use of “mod” in 2 (mod ni) and aumod gq =

b are different.

e
w2
@® Inamodm-=>b, the notation mod denotes a function.

. a = b (mod m) is a relation on the set of integers.

@ The relationship between these notations is made
clear in this theorem.

Theorem 3: Let a and b be 1ntegers and let m be a
positive integer. Thend = b (mod ) if and only if

a mod m = b mod m. (Proof in the exercises)
\ \




3 =5 med3)

0o = F+ Cvnod‘i) N
Congruences of Sums and Products

Theorem 5: Let m be a positive integer. If. E. mod m) and
(c)=/d)(mod m), then = )

ga+c = b+d(modm)andac = bd (mod m)
Proof: . L-asSm d=C ¢tm v~

@ Becausea = b(mod m) and ¢_= d (mod m), by Theorem 4
there are integers s and ¢t with b =a + smand d = ¢ + tm.

@ Therefore,
@® b+d=(a_+sm)+(c+tm)=(atc)+m(s+t)and aA+C = brd Mmodd)
® bLd=(a +sm) (c+tm)=ac+ m(at+cs+stm).
@® Hence,a+c = b+d(mod m)and ac = bd (mod m).
JExample} Because 7 = 2 (mod 5) and 11 =_1 (mod 5), it <
~follows from Theorem 5 that
18=7+11 =2+1=3(mod5) B =z 3@mmod G)
i 73 = 2(modS)




F = 2()”1::&5") 2 ?ZHV
743 = 243 ( wod5)
L
F = 2fmeds) 2 SR
/Lf = Zf [.Moclc_)—)
A= b(MaJMJ /

C =z d (mod m)
c+C = b+d (msd)
ng/'s
F =2 (mod5) ’
[l =y (#med5)
[8 =3 (¢ »0d3) 5/;;/




gebraic Manipulation of

Congruences . ... .. .
5 290 aSP K Yol a2 B 0leh
@ Multiplying both sides of a valid congruence by an integer
preserves %

validity.
If @ = b (mod m) holds then c-a = ¢'b (mod m), where c is any

iI}teger, l}olds by Theorem .5 with F 6 W hile & T, coo)
@ Adding an integer to both sides of a valid congruence preserves
validity.
If a = b (mod m) holds then ¢ + a =c +b (mod m), where c is
any integer, holds by Theorem 5 with d = c.
@ Dividing a congruence by an integer does not always produce a
valid congruence. (/£ UYS Yo $X O 5.5 (15 anlds| muews
Example: The congruence 14= 8 (mod 6) holds. But dividing

both sides by 2 does not produce a valid congruence since
14/2=7and 8/2 =4,but 7#4 (mod 6). J4= 8 (modé6)

See Section 4.3 for conditions when divisionisok. = =

Bgapeed




~—Computing the mod m Function of

Products and Sums

@ We use the following corollary to Theorem 5 to
compute the remainder of the product or sum of two
integers when divided by m from the remainders
when each is divided by m.

Corollary: Let m be a positive integer and let a and b
be integers. Then

{a+b)(mod m)= ((amodm) + (b mod m)) mod m
and

ab mod m = ((a mod m) (b mod m)) mod m.
(proof in text) R
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Definitions: Let Z,, be the set of nonnegative integers less

than m:{0,1, ...., m—1}

@ The operation +,, is defined as a +,,b = (a + b) mod m.
This is addition modulo m.

@ The operation -,, is defined as a-,, b = (a - b) mod m. This
is multiplication modulo m.

@ Using these operations is said to be doing arithmetic =~ ;1.

modulo m. (a $b)ymedm
Example: Find 7 +;9 and 7 -1 9. asb
Solution: Using the definitions above: (755) med €
® 7+.,9=(7+9) mod1l=16mod 11 =5 :.l?""';

® 7..9=(7-9 modl1l1=63mod11 =38
F+9 = (#+9) medll= Emoedll =5

+,° 1 - (?-.CD modll = 62medli=3



Arithmetic Modulo m

@ Theo dperatlons and (-,)) satisfy many of the same properties
as ordinary addition an mJJJI.Lp.El,.C&LLQD

Syt . Closure: If a andhbelongtoZm,thena+ banda-,b
& belongto Z,,. Zm-> e’ \tél; Pl 2, JI gaes bsra

‘,j @ Associativity: If a, b, and ¢ belong to Z,,, then
P ).

a+,b)+,.c=a+,(b+,c)and a*"mb)-m c=a-+, (b, c
J,/”'. Commutativity: If a and b belong to Z,,, then

- ., a+,b=b+pa anda-, b =b"

\31’6 Identity elements: The elementsifiand Dare identity
,l

. elements for addition and multiplication modulo m,

respectively.
® If abelongsto Z,, then a +m|: 2= a anda-,1 =a.
= e
o 97}

A .
; continued —




Arlthmetlc Modulo m -

s> 5 =
cf; @ Additive inverses: If a# 0 belongs to Z,,, then m— a is the additive

inverse of a modulo m and 0 is its own additive inverse.
; @ a+,(m—a) =0and0+,0 =0 a = m-o
7‘/?). Dlstrlbutlwty If a, b, and c belong to Z,,, then A 4+ (m -d) =
@ n(b+nc)= (a-,b)+,(a",c) and

(a+ b) me =(anc)+,(bno) 2= L
@ Exercises 42-44 ask for proofs of these propert .3 B 5_

2
. Multiplicatative inverses have wwﬁe_ since they do not
always exist. For example, there is no multiplicative inverse of 2

J',f modulo 6.

@ (optional) Using the terminology of abstract algebra, Z, with +, isa
commutative group and Z,, with +,, and -, is a commutative ring.
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Aé5= 5 + 60 +q0°

/—\ U 630 + 9010

= ’g'_g\-ﬂ-&“ ,,;x:,_)._;’u_,p

Representations of Integers

0 a-\—!

@ In the modern world, we use deczmal, or base 10,
notation to represent integers. For example when we
write 965, we mean 9:10% 4+ 6-10" + 5-10°.

@ We can represent numbers using any base b, where b
is a positive 1nteger greater than 1 e

@ Thebasesb=2 (bznary) b=8 (octa) and b= 16
(hexadecimal) are important for computing and
communications

@ The ancient Mayans used base 20 and the ancient
Babylonians used base 60.



053)“: 3xy4°r 8x q%M
/—\ U

l 2
= N= Goxb + A btazb .. ..

Base b Representations = e = = =

\ u-’;\s\ z\:\ﬂ.‘? Il it ¥ b
@ We can use positive integer b greater than 1 as a base, because
of this theorem:
Theorem 1: Let b be a positive integer greater than 1. Then if n
is a positive integer, it can be expressed uniquely in the form:
S :

n=ab"+a. b+ ... +ab +a,

where k is a nonnegative integer, a,,a,.... a, are nonnegative
integers less than b, and a,# 0. The a;, j = 0,...,k are called the
base-b digits of the representation.

(We ;/vill prove this using mathematical induction in Section
5.1.

@ The representation of n given in Theorem 1 is called the base b
expansion of n and is denoted by (aay.....a;ay),.

@ We usually omit the subscript 10 for base 10 expansions.

w  (=231), UO) <Su g 6 ) e 2




(0,1 ) S &2 mas nyis s elodl gt S SO Vs W
- > 7

P — 0 T 1
= 1_/‘ /Zu/z?/zt/ Lt\g‘zo

2 2 x2

3 4
Binary Expansions =i il

y p t o 0T e Ry e 254
. =1l +2+ Hf.g-rlé-f?-l-(“(."ro*'--”_l
Most computers represent integers and do arithmetic with -
binary (base 2) expansions of integers. In these

expansions, the only digits used are 0 and 1.

Example: What is the decimal expansion of the integer
that has (1 0101 1111), as its binary expansion?

Solution:
(LOLOL 1T1T11); =127 $0:27 $£1:2° £ 0:2° £1-7° 19
£12¢ F12 £ 12 =351 - ,
; : S FSE) 5P
Example: What is the decimal expansion of the integer
that has (11011), as its binary expansion?

Solution: (11011),=1-2* + 1-2° + 0-2% + 1-2' + 1-2° =27.
-

2 l
— x2%4 K2t 0x2% K2 % X2 Tr2r0 + B \6=27
= IX2" % +



YL Y A2 S r‘\.”:‘"r"’;—.:-' /
Vol 9 o 6'\‘%\119\/
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Qcial Expansions

The octal expansion (base 8) useszthe dlgltS
{0,1,2,3,4,5,6,7). g O e

Example: What is the dec1m\ )29481(4 ofthe = 4

number with octal expansion (7016)g ? = 6x8%1x8 cor8+1x8
=6+9 10+358Y4

Solution: 7-8° + 0-8° + 1-8' + 6-8° =3598 _ 359¢

Example: What is the decimal expansion of the
number with octal expansion (1140); ?

Solution: 1:8° +1-8' +18°=64+8+1=73
oS T o



L6 s SRS v el e
112]|3|4 6|7 9101112131415\//
112|314 6|7 9

AIBICID|E|F

g

8
= 8

Hexadecimal Expansions

The hexadecimal expansion needs 16 digits, but our
decimal system provides only 10. So letters are used for

the additional symbols. The hexadecimal system uses the
digits {0,1,2,3,4,5,6,7,8,9,A,B,C,D,E,F}. The letters A
through F represent the decimal numbers 10 through 15.

Example: What is the decimal expansion of the number

with hexadecimal exparﬁo_n_(}AEOB)m ?

Solution: T e 6/”;}, \oxi¢°
2:16* + 10-16° + 14-16° + 0-16" + 11:16° =175627
Example: What is the decimal expansion of the number

with hexadecimal expansion (E5),4 ? = $%16”+ EX ls'f 'g_a-;ﬂb‘
Solution: 14-16' + 5:16° =224 + 5 = 229 iy

S X164+ 0X16'+ EX162+Ax162+2%\6"= 17562+
\ \u lo



vs N=b%o+ a,

= U,wg,t!’/ h .
Base Conversion =
To construct the base b expansion of an integer n:
@ Divide n by b to obtain a quotient and remainder.
n=bg,+a, 0<a,<b
@ The remainder, ay, is the rightmost digit in the base b
expansion of n. Next, divide qo by D.
go=bg, +a; 0<a,;<b

@ Theremainder, a;, is the second digit from the right in

the base b expansion of n.

@ Continue by successively dividing the quotients by b,
obtaining the additional base b digits as the remainder.
The process terminates when the quotient is 0.

O = Z N e Pt oD enr

contmued —



v ai ' st by e S §Y s
i %) S N s.a ‘_._"'_..s v
R
N Yo O 2D 0¥\ Ve v
qff; O\” Gy b ws ‘{., J 2 ¥y Z,k:d\
qr\ QL Qa2
L O3 o a1
| O 3V &\

(a00@e) ST S5 e 81 sad

(b:z) S el @ 25 (2d0sp

/'M (med)
Y

25 |12  —
\2 | 6 O \

6130 I oo
3|V 1
(1ot



/\U/

e

Algorithm: Constructing Base b Expansions
procedure bgse b expansion(n, b: positive integers with b > 1)

—n &\
Z:=O 25 2
while (g = 0)
a, :=q mod b —_— o
7 = ;1 div b
=k+1

return(a ,..., a;,a0){(a1 ... a;ay), is base b expansion of n}

@ g represents the quotient obtained by successive divisions
by b, starting with g = n. P

@ The digits in the base b expansion are the remainders of
the division given by ¢ mod b.

@ The algorithm terminates when g = 0 is reached.




Base Conversion

A%
Example: Find the octal expansion of (12345),,
Solution: Successively dividing by 8 gives:m"\ :

mod
® - 24 \2345 |1643 !}
@ 1543-8-192+7 sB\iaz su3 | a2 -;_
® 192-8.24+0 -\g-?_ \:;. 23u .
® 24=8-3+0 ESZ' -

e -

The remainders are the digits from right to left

yielding (30071)s. =

S ey Cm—

(300‘—}\ s

S—



Comparison of Hexadecimal, Octal, and Binary Qmﬂ
Representations S

UMM AL-QURA UNIVERSITY

TABLE 1 Hexadecimal, Octal, and Binary Representation of the Integers 0 through 15.

Decimal glLp2 13|41 a8 |6} 8 9 10 | 11 2.1 13| 1& | 1§

Hexadecimal |0 | 1 | 2 | 3 | 4 5 6 7 8 9 A B C D E F

Octal 011121314135 1617 )| 101 2 [ 13 | 14 15[ 16 | 17

Binary O (1] 1011100 | 101 | 110 | 111 | 1000 | 1001 | 1010 | 1011 | 1100 | 1101 | 1110 | I111

Initial Os are not shown

* Each|octal]digit corresponds to a block of 3 binary digits. —= = —

=" Each hexadecimal [digit corresponds to a block of 4 binary digits. —

= So, conversion between binary, octal, and hexadecimal is easy.

22 Discrete Structures (2)
S



o:'...p\:o\Q'\:A\

Conversion of binary to decimal ( base 2 to base 10)

o

2
Example: convert (1011)> to its decimal equivalent

3
— 2%\ + 2%\ —\-ZZXO-*cZX\ =\

Example2: convert (1000100) to its decimal equivalent

S 6
%01 2 Ko 251 5 200 x W0 x 2RO £ X\ = 638

Conversion of decimal to binary ( base 10 to base 2)

Example: convert (68)10 to hmal?-y
&6 34 O
3y (¢ ©
E! g | kl 0001 O O)Z
2 |4 ©
4y [2 ©
2 l ®
\ o |

Answer=10001 00



Octal Number Svystem

«1 octal digit is equivalent to|3 bits.

*Octal numbers are 0 to7.

*Numbers are expressed as powers of 8.

Conversion of octal to decimal
( base 8 to base 10)

Example: convert (632)g to decimal

2B+ 3x3 + 6 B = Q\\O)\o

Conversion of decimal to octal ( base 10 to base 8)

Example: convert (177)]1( to octal equivalent - 13

11 | 21 \
22 2 €
| 6
2 o 2 y




Hexadecimal Number System

*] hex digit 1s equivalent to 4 bits. — — — —

*Numbers are 0,1,2.....8,9, A, B, C,D, E, F.

Bis1l, Eis 14

«Numbers are expressed as powers of 16.

«160=1, 161 =16, 162 =256, 163 = 4096, 164 = 65536, ...

Conversion of hex to decimal ( base 16 to base 10)

Example: convert (F4C)1¢ to decimal

\Z

\9 .
= £x16%r uxle + F X6

12 + Ux\6 + \5X 256 =

Conversion of decimal to hex ( base 10 to base 16)

Example: convert (4768)]0 to hex. —16

4368 | 2983 O
298 |\g oA
\ \ 2
\ 0 \

Q‘ZAO)\é
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\ Conversion Between Binary, Octal, and ([
Hexadecimal Expansions I

UUUUUUUUUUUUUUUUUUUU

LG

.c‘f""‘i

S ——— oEen  G—

Example: Find the octal and hexadecimal expansions of (11 1110 1011

1100),. Wilte lotl\\ oo
e ov T oo wo =(3F2F4),

3 = 9
—To convert to octal, we gl%up the digits into blocks of three (011 111

010 111 100),, adding initial Os as needed. The blocks from left to right
correspond to the digits 3,7,2,7, and 4. Hence, the solution is (37274),.

—To convert to hexadecimal, we group the digits into blocks of four (0011
1110 1011 1100),, adding initial Os as needed. The blocks from left to
right correspond to the digits 3,E,B, and C. Hence, the solution is

(3EBC),. ool \1\1o {0l lo0O

o6\l .[\\o |l \lpo — (3E BC)NS
2y a2

23 ; EDiscrete StBures (2) c




From Binary to Octal

Starting at the binary point and working left, separate the bits into
groups of three and replace each group with the corresponding octal
digit.

©10001011, = 0}0 00'1 011 =213
2 1 3

From Binary to Hexadecimal

Starting at the binary point and working left, separate the bits into
groups of four and replace each group with the corresponding
hexadecimal digit.

3 € 21
_19_(_)_0@_112= 1000 1011 =8By
2 ¥
>
From Qctal to Binary

Replace each octal digit with the corresponding 3-bit binary string.
21@= 010 001 011=10001011, K_/Q‘Q‘/—\
(> it o o b L o

From Hexadecimal to Binary

Replace each hexadecimal digit with the corresponding 4-bit binary
string.

28
8B1s=1000 1011 =10001011
16 2 /_/ g__,\

' o o o) o 1

em——

L4
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Bmary Addition of Integers

@ Algorithms for performing operations with integers using
their binary expansions are 1mportant as computer chips
work with ﬁmary numbers. Each digit is called a bit.
procedure add(a, b: positive integers)
{the binary expansions of a and b are (a,.+,a,.5,...,a,), and (b,.1,b,.5...,by),, respectively}
ci=0
for j:=0ton —1
d = |(a;+ b+ c)/2]
sji=a;+b;+c—2d
i

s

return(s,,ss,..., s,){the binary expansion of the sum is [s,,s,_4,... ,so)_}’

The number of additions of bits used by the algorithm to
add two n-bit integers is O(n).




Binary Additron

0
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Binary Multiplication of Integers

@ Algorithm for computing the product of two n bit

Integers.

procedure multiply(g, b: positive integers) r

{the binary expansions of a and b are (a,_y,a,.,,...,a,), and (b,_;,b,.,,...,b,),, respectively}

for j:=0ton —1 T e
if ;=1 then c=a shifted j places
else c;:= 0

{c,,Cy,..., Co,are the partial products}

p=0 °

for j:==0ton —1

p=p+c
return p {p is the value of ab}

@ The number of additions of bits used by the
algorithm to multiply two n-bit integers is O(n?).

ii
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Binary Modular Exponentiation

In cryptogra% y, it is important to be able to find b" mod m
efficiently, where b, n, and m are large integers.

Use the binary expansmn ofn,n= (ak by dy,dy), , tO compute b".
Note that: @89 2 oW et &V (i Jdes |f ot s
hn — por-—1- bl T R — por—1- i . po1-2 batlu\j daw- ;l-'.:‘-'

Thereforeé to compute b” we need only compute the values of
b, b*, (b*)* = b*, (b*)* ..,p2"* and the multiply the termsp?2’
in this list, where a; = 1 n|s ¢

‘31: liobinary =1 tfial)
Example: Compute 3™ using this method. ’- é ?Z
Solution: Note that 11 = (1011), so that sl g

((3%)%)°33" =(9%)*+9-:3 = (81)*"9-3=6561-93 117147

. /3 3 {6 29,23 = N




Inary Modular Exponentiation
Algorithm : - -

@ The algorithm successively finds b mod m, b* mod m,
g LCC y
b* mod m, .., 5> mod m, and multiplies together the

[4

o] k-t
terms 6= where a; = 1. V124 3 2
] b. L' b’ b ﬁ b
'
procedure modular exponentiation (b integer, n = (ak_la,tz...cggp)z , IL; positive
integers) e
x =1 3
power := b mod m 2 Mo d «
for i:=0tok —1
if a;= 1 then x := (x- power ) mod m
power := (power- power ) mod m
return x {x equals " mod m}
o
. - - =4
»:":’,. O((log m )* log n) bit operations are used to find b" mod m.
1 amnmre—

M - N o e
:J&"Z‘)\)d'-&m-_p b medm q,\_j u_)___mw:!‘
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The Euclidian Algorithm
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anes 2,3,5,% 1,13, 1F, 4 .23, 24

Definition: A positive integer p greater than 1 is
called prime if the only positive factors of p are 1 and
p. A positive integer that is greater than 1 and is not
prime is called composite.

Example: The integer@ because its only
positive factors are 1 and 7, but@is

because it is divisible by 3.




e Fundamental Theorem of
. : ol s LS ¢ ‘Ls-o‘)u-’;\—‘-\c..ogo, S
ArlthmetIC Q.,Jgg\J..-ﬂS NS Lo U:L,

Theorem: Every positive integer greater than 1 can,
be written uniquely as a prime or as the product of

two or more primes where the prime factors are
written in order of nondecreasing size. 12

~

Examples: )/ >

100=2:2:5:5=2%:5?
641 = 641 @{

999 =3-3-3:37=3°-37
1024=2:2:-2:2:2:2:.2:.2.2.2 =210 2= 2.2.3
]2 = 23'3




QI rite e numblr as Product of

Pr.we num pp ers

(00 Su |
\
A -

A

ov: 2.). ¢.5-2"5"

(WeP
a4 \
/ 512
\ S
333 2/56
(22 2
W
M\nz
5 % &
1949 3/\}b
=3.2.2 .3+ w/@ J
=3.37 o & B
1O

o224 = 2



- astothenes

(276-194 B.C.)

The Sleve of Erastosthenes
Ger1F 50 G el sdt HiLdl el ol ouD

@ The Sieve of Erastosthenes can be used to find all prlmes
not exceeding a specified positive integer. Eor exale} o

begin with the list of integers between 1 and 100.  »\«3 85
W3t
o

a. Delete all the integers, other than 2, divisible by 2
b. Delete all the integers, other than 3, divisible by 3.
c. Next, delete all the integers, other than 5, divisible by 5.
d. Next, delete all the integers, other than 7, divisible by_7

e. Since all the remaining integers are not divisible by any of
the previous integers, other than 1, the primes are:

{2,3,5,7,11,15,1719,23,29,31,37,41,43,47,53, =5 41 »=d =%
59,61,67,71,73,79,83,89, 97} (D0 wldo)

continued —



. 1 The Sieve of Eratosthenes.

I

=S s
L S O [ S | O | B

bk

S

3
13
23
33
43
53
63
73
83
93

Integers divisible by 2 other than 2

an underlineg.,

Integers divisible by 3 other than 3

Integers divisible by 3 other rhaiL.‘::
receive an underline.

ﬁ[
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3
13
23

EX)

43
53

a3

73
83

93

4

|l-.1 =
=A==
-1 =4 =l
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> 115 |
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Sl
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wn

8 9 10 1 2 3 4 5 6 7 8%
18 19 20 112 13 14 15 16 17 18
28 29 30 21 22 23 24 25 26 27 28
38 39 40 31032 33 34 35 36 37 38
48 49 50 41 42 43 44 45 46 47 48
58 59 60 51 52 53 54 55 36 57 58
68 69 70 61 62 63 64 65 66 67 68
78 79 8D 71 72 73 14 15 76 77 18
88 89 90 81 82 8#3 84 B85 86 87 8%
98 99 100 91 92 93 94 95 96 97 98
v Integers divisible by 7 other than 7 receive
< \I\S an underline; integers in color are prime.
o9 10 I 2 3 4 5 6 7 8
1819 20 12 13 14 15 16 17 18
28 29 30 21 22 23 24 35 26 27 28
38 39 40 | 32 33 34 35 36 38
# 49 30 | 243 4 45 46 4 4
58 59 60 51 52 53 54 55 56 57 58
68 69 70 61 62 63 64 65 66 67 68
8 79 80 7172 73 74 75 76 77 73
88 89 90 81 82 83 84 85 86 87 88
98 99 10D 91 92 93 94 95 96 97 98
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k=

N
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=
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=

=
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The Sieve of Erastosthenes

OISV, B e D [fan integer n is a

composite integer, then it
has a prime divisor less
than or equal to Vn.

To see this, note that if n =
ab, then a <\/n or b <\/n

O;v—‘\l\ )\_,_r.g\ J(.a_,.a—b) 'C\M.a_ﬁ

Trial division, a very

inefficient method of

determining if a number n

is prime, is to try every

integer i <V'n and see if n is

MEE L Snerod
d_g N,j— SR Tye il tg

-
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Infinitude of Primes Fuclid

7 o (325 B.CE. — 265 B.CE.)
o138 N eyl 73 rd s s
: There are infinitely many primes. (Euclid)

L

)
Proof: Assume finitely many primes: p, p.,, ....., P»

@. Letqrpippn+1

2)@® Either g is prime or by the fundamental theorem of arithmetic it is a

product of primes.
@® But none of the primes p;divides g since if p;| g, then p; divides
g —pp.pa=1. w2 .

@® Hence, there is a prime not on the list p, p., ....., p,. It is either g, or if g
is composite, it is a prime factor of g. This contradicts the assumption
. that p, p,, ....., p, are all the primes. ar L

tc,:‘ Consequently, there are infinitely many primes.
This proof was given by Euclil The Elements.)JThe proof is considered to be one of
the most beautiful in all mathematics: It is the first proof in The Book, inspired
by the famous mathematician Paul Erdés’ imagined collection of perfect proofs
maintained by God.

Paul Erdds
(1913-1996)
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Marin Mersenne
(1588-1648)

oy o 2
b o E o B =
Definition: Prime numbers of the form:2? — 1, where p is
prime, are called Mersene primes.

221 =327 -1 AP 1 =3 md 271 =127 are
Mersene primes. 2J,t x& Vel 5.8, 2o S0 BN wasd
2'' —1 =2047 isnota Mersene prime since 2047 = 23-89.
There is an efficient test for determining if 2” —1 is prime.

The largest known prime numbers are Mersene primes.

As of mid 2011, 47 Mersene primes were known, the largest
is 2*311209% — 1 which has nearly 13 million decimal digits.

The Great Internet Mersene Prime Search (GIMPS)i
distributed computing project to search for new Mersene
Primes. o v -..‘ , § 2

v O PPN AR

' A

/
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o9\ ' ASYN & o
Distribution of Primes

@ Mathematicians have been interested in the distribution
of prime numbers among the positive integers. In the
nineteenth century, the prime number theorem was proved

which gives an asymptotic estimate for the number of
primes not exceeding x.X &+ $#3v d) LY, a8 e slee] I8

Prime Number Theorem: The ratio of the number of
primes not exceeding x and x/In x approaches 1 as x
grows without bound. (In x is the natural logarithm of x)

@ The theorem tells us thatthe number of primes not .y wcova
exceeding x, can be approximated by x/In x. - —is 2 4518 5 5ue
@ The odds that a randomly selected positive integer less than
n is prime are approximately (n/Iln n)/n = 1/In n.
25 ¢ebl 2 - 100 _ oo p gsuredad sty sl

100 v
';;E':‘ ..;O’WJA_C n ! ',-_< 2 a0’ laso)




rimes and Arithmetic Progressions
. &f.u\ G-I 2 addd NI Y
(optional)

@ (Eudlid’s proof/that there are infinitely many primes can be easily
adapted to show that there are infinitely many primes in the , _
following 4k + 3, k = 1,2,... (See Exercise 55) Zktu o) e a0 S t—
@ Inthe 19" century G/Lejuenne Dirchletkshowed that every arithmetic
progression ka + b, k= 1,2, ..., where a and b have no common factor
greater than 1 contains infinitely many primes. (The proof is beyond _
the scope of the text.) cefl =) b3d Yoo koxb Al gsi- 2o,
: L W HAL 3 o X Ja-!-ul-‘-' O Rt oo L
@ Are there long arithmetic pfogressmns made up entirely of pfimes?
@® 511,17, 23,29 is an arithmetic progression of five primes.
@® 199,409, 619,829,1039,1249,1459,1669,1879,2089 is an arithmetic
progression of ten primes.

@ In the 1930s(Paul Erdds\conjectured that for every positive integer n
greater than 1, there is an arithmetic progression of length n made
up entirely of primes. This was proven in 2006, by Ben Green and

Terrence Tau. Y R T

-

n Q,b S pou A p N 00
w9 b D Lo W

Terence Tao
'8 (Born 1975)
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Generating Primes

The problem of generating large primes is of both theoretical and
practical interest.

We will see (in Section 4.6) that finding large primes with hundreds

of digits is important in cryptography.,

So far, no useful closed formula that always produces primes has

been found. There is no simple function f(n) such that f(n) is prime
for all positive integers n—> Yo a— \ I IIYY Lo Y s cusus)

But |f(n) = n* — n + 41]is prime for all integers 1,2,...,, 40. Because of
this, we might conjecture that f(n) is prime for all positive integers n.
But f(41) = 41° is not prime.

More generally, there is no polynomial with integer coefficients such
that f(n) is prime for all positive integers n. (See supplementary
Exercise 23.

Fortunately, we can generate large integers which are almost certainly

primes. See Chapter 7.
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Conjectures about Primes

Even though primes have been studied extensively for centuries,
many conjectures about them are unresolved, including:

@ [Goldbach’s Conjecturd: Every even integer n, n > 2, is the sum of two

primes. [t has been verified by computer for all positive even integers
up to 1.6 -10%. The conjecture is believed to be true by most \Sele 2
mathematicians. 2+ =G

— : . Y4~y
There are infinitely many primes of the form n* + 1fwhere nisac% .

. infinitely many
primes of the form n* + 1, where nis a positive integer or the
product of at most two primes.

The Twin Prime Conjecture| The twin prime conjecture is that there

are intinitely many pairs ot twin primes. Twin primes are pairs of

primes that differ by 2. Examples are 3 and 5,5 and 7, 11 and 13, etc.

The current waorld's record for twin primes (as of mid 2011) consists

of numbers |65,516,468,355-233%333 +1| which have 100,355 decimal
digits.(})’q ol Q.zé L o® 2WINSI\ M P Nty F bl oo
N?4) 2w bP ile =doM X\ O3 a0

(Vs aw s (3
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Greatest Common Divisor (gcd)

Definition: Let g and_b be integers, not both zero. The largest integer d such that d

laand also d | bis called the greatest common divisor of a and b. The greatest
common divisor of g and b is denoted by gcd(g,b). \
.)J-’J

A, Word(| = Y~ sa6 pS1 o8 9O

» We can find greatest common divisors of small numbers by inspection.

y - 12
Example: What is the greatest common divisor of 24 and 367 ed BCd

Solution: gcd(24, 36) = 12 u:2,u, 6,4, 3 ()2
Example: What is the greatest common divisor of 17 and 227 3{ :2,4,6.9 ,@l 12,3
Solution: gcd(17,22)=1

1z: 12,0 —
22 : 2,22 ()22 gcd=4

Acknowledgment: Slides are mainly adopted from Rosen's book supplements. Discrete Structures 11 (2022)




to:4,2.5,/0 gcd (loA =1 gcd(lro.2v) =1 ged (13,29 <,
IF: 0,107

21;1,3,*/12 Greatest Common Divisor (gcd)

Definition: The integers a and b are relatively prime if their greatest common divisor is 1.

Example: 17 and 22 Ye(M—"-d) Ps™ME  c— I = oo 9cd LS >

Definition: The)'peeml, a,, ..., a, are pairwise relatively prime if gcd(a;, al-)= 1 whenever
1<i<j<n. — \ (L S3)PD  OUs HLed el LSS
Example: Determine whether the integers 10, 17 and 21 are pairwise relatively prime.
Solution: Because gcd(10,1 ; 12 gcd(lO 21)=1,and gcd(17,21) =1, 10, 17, and 21 are

airwise relatively prime. 122,510 —
P yp au;l,2,3, 4, 62,12 JW@(10r24) =2
Example: Determine whether the integers 1Q, 19, and 24 are pairwise relatively prime.

Solution: Because gcd(10,24) = 2, 10, 19, and 24 are pof pairwise relatively prime

1 osbu s - 9Ld Sl sy NSB A 27/ IS DU o f""l'z,,":’?(;
Nr-<

6 Acknowledgment: Slides are mainly adopted from Rosen's book supplements. Dlscreteeuctures I1(2022)
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Finding the Greatest Common Divisor Using Prime L)
Factorizations o tile ot

UMM AL-QURA UNIVERSITY

= Suppose the prime factorizations of a and b are:

_ al a2 an b b
=D P3° ... D", b:pfpf...p%”,
— ———

where each exponent is a nonnegative integer, and where all primes occurring in either

prime factorization are included in both. Then:

ng a b) _ pinln(al,bl)pgnln(az,bz) - ‘pglln(an,bn) ‘

= This formula is valid since the integer on the right (of the equals sign) divides both a and
b. No larger integer can divide both a and b.

Example: 120= 2°-3:5 500= 2% 53
— 79min(3,2) .2min(1,0) .gmin(1,3) = 92 .20 .g1 — . . e e
gcd(120,500) = 2 3 5 22.30.51 =20 Ry

= Finding the gcd of two positive integers using their prime factorizations is not efficient
because there is no efficient algorithin for finding the prime factorization of a positive
integer.

Acknowledgment: Slides are mainly adopted from Rosen's book supplements. Discrete Structures 11 (2022)




24U 36

/\6 6/\6 24 - 23-3l
Y 26 :27- 32.
A /\ ANV —
@é @ Z/ 22 7 :.9.2-3‘_-;_- 12
22033 C?'CD.:
|20 500
S 5o .52, 2%
‘4\ \/3° @/\25° \:‘:- 5' z’ 3
@ 5b /\l
5o o &
L %“@
5 .2

fl“@l J.C]“\ &'V (2/3)

2+ 2,u,6) 3, /o decHM= €
3: 3,68, a, 12

frad oLCH Lor (8.12) I S wg
2 |2 L GCD x LA = SusN Ly do
/\ /\ s | Qb =G<DxLCM
U 3 ;‘\ &CM:2.3 i
2/\?_ 2 2 =24 | (LCM:2'4) 1Z ;8 Gl
3 2 i 9cd I
3=2 1222 .3 | 3X12 = g9¢cd = Y

24
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Least Common Multiple (lcm) Ly

Definition: The least common multiple of the positive integers g and b is the

smallest positive integer that is divisi . Itis denotedby_ \
lcm(a,b). bra W N alec 27 »~°

" The least common multiple can also be computed from the prime factorizations.
lcm(a b) pll’.l’laX(al ,b1) max(a2 ba) Hpmax(an b)) 6'!:-'34"""""
This number is divided by both g and 5 and nMTer number is divided by a
and b.
Example: Icm(233572, 2433) = 2max(34) 3max(5,3) 7max(2,0) = 24 35 72 2.3 4

" The greatest common divisor and the least common multiple of two integers are
related by:

Theorem 5: Let a and b be positive integers. Then ab = gcd(a,b) - lcm(a,b)

8 Acknowledgment: Slides are mainly adopted from Rosen's book supplements. Discrete Structures 11 (2022)
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Euclidean Algorithm

UUUUUUUUUUUUUUUUUUUU

N o) \o
= The Euclidian algorithm is an efficient method for computing the

greatest common divisor of two integers.

" |t is based on the idea that gcd (a,b) is equal to gcd (b,c) when a> b

and ¢ is the remainder when a is divided by b. oDy
Example: Find gcd(91, 287): C mod v"’ sSvr p wa r
O 287_= 91-3+14 Di'vi'de287bv91 b ’p/\ﬁ“'(f_‘)| 2 g.r ml sh a,ﬂ //‘\I
o91=14-6+7 Divide 91 by 14 “ . ¥
o 14 = 7.2+o\ Divide 14 by 7 =;~L£)' IJ‘L"’ C' . -
o Jed UL des 0P

gcd(287,91) = ged(91, 14) = ged(14,7) =

9 Acknowledgment: Slides are mainly adopted from Rosen's book supplements. Discrete Structures 11 (2022)




Euclidean Algorithm

*

>

Y

S—allola_cola

UMM AL-QURA UNIVERSITY

* The Euclidean algorithm expressed in pseudocode is:

12 Mo d@

procedure gcd(a, b: positive integers) 12 , 8
"X =a x = 2

y:=b Y=z
while y #0

r:=xmody Y=

X=Y

yi=r 7’ - 7&.
return x {gcd(a,b) is x} 7 -

@ In Section 5.3, we'll see that the time complexity of

the algorithm is Q(log b), where a > b.

10 Acknowledgment: Slides are mainly adopted from Rosen's book supplements.

Discrete Structures 11 (2022)




Eucl:dean Algorithem 1o [find &CD

o)y 2.8) &S pEN — O Lo
N:"\\{LJ\I\SJ:ze)\ > e @

o e b $) e e ot 2 (D

e Li—r 2 2\ P2 L0 gcp (D

Foand  GCD Lo

(3, 12
|
123 = 2 = 8.1 54 _g_rgz‘
7
3 +~U —» B = U.2 4|0 N
= Ng
JRVRUP-P I AN 1D 2
3 € 2
ai | 28F \* | g1 EARG
— 335 84 “
\4 + =
¥ e (— ) 2
=3K (Y Geco (9 ,282) = 1
Q) =éx(W +=+ GCp () = 7
1 = an

> O CCo (14,3) = 7
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rrectness of Euclidean =
. C= bl yp %i (LE
Algorithm : -

Lemma 1: Let a = bq + 1, where q, b, g, and r are

integers. Then gecd(a,b) = ged(b,r).
- Proof:
, Suppose that(d)divides both a and b. Then d also

divides a — bq = r (by Theorem 1 of Section 4.1). Hence,

any common divisor of a and b must also be any

common divisor of b and r. CE— b a 32 Qe v L S

° ° L u m\

@ Suppose that d divides both b and r. Thend also ¢ .5.--.
divides bg + r = a. Hence, any common divisor of a and

b must also be a common divisor of b and r. Y oD
@ |Therefore, gcd(a,b) = gcd(b,r)l - 4
AN —= S byr S Ve o e




Algorithm

@ Suppose that a and b are positive
integers with a > b.
Letrg=aandr, =b.
Successive applications of the division

algorithm ylelds './._\ )

rrectness of Eucli

edan

a= ?ob'rfa
b= (oe%;xr\
Vo= ¢, 4 2 +72

0<r,<ry,
0<r3<r,,

T‘O =T‘1q1+r2

rl = rzqz + r3
?

rn-Z o rn-lqn-l . r2 O S rn < rn-l)

’-—A\P \2 'na =Tpqn .
@ Eventually, a remainder of zero occurs in the sequence of terms: a=ry>r; >r, >+ >
0. The sequence can’t contain more than a terms.
@ Bylemmal i -
ng(g.r..b) = ng(rO,ﬁ) o ng(I:&p@ = gcd(r,, 0) =r,.

divisions.

Hence the greatest common divisor is the last nonzero remainder in the sequence of

<
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gC_d_S_ as Linear Combinations Ao

Bézout’s Theorem: If a and b are positive integers, then
there exist integers(S)and (f)such that|gcd(a,b) = sa + tb o,

(proof in exercises of Section 5.2) I

Definition: If a and b are positive integers, then integers
s and t such that gcd(a,b) = sa + tb are called Bézout ==
coefficients of a and b. The equation gcd(a,b) =sa + tb is
called Bézouts identity. ;s «s\wo

@ By Bézout’s Theorem, the gcd of integers a and b can be

expressed in the form sa + th where s and t are integers.
This is a linear combination with integer coefficients of a

and b. 2 3 i
@® gcd(6,14) = (-2)6+ 114 5_5__1"1 @Tg_ GCD=2
; 2
2=5Sa+ t b ‘; bf
9 = S(M+t(€) = V(W) =2(6)




e TSRS JLIC\ =B

4_.,;2 o v W | GCD yC<€ v

Ged(a,b) = Sa + t b 237 ads\am

2ol (S AP L{/
IS

J‘-"J
(5,29 wa  GCOL =5
5= S\5 +¢ 25 S=2
Y ) E=-\

5 - QRIS = I1x25

waZ s o s gep g %o
Y OV 1oL o i) oL G W= QO
Xz .o IV vl AlS ue> @
Woslerny backward o)y 5 Yottt 2 oaes 3
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Finding gcds as Linear Combinations

Example: Express ged(252,198) = 18 as_a linear combination of 252 and 198.
Solution: First use the Euclidean algorithm to show gcd(252,198) = 18
i. 252=1-198 + 54
i. 198=3-:544 36
i. 54=1-36+18
v 36=2-18
@ Now working backwards, from iii and i above
® 18=54-1:36
® 36=198- 3:54
@ Substituting the 2" equation into the 1% yields:
® 18=54-1-(198— 3:54)=4-54— 1-198
@ Substituting 54 = 252 — 1-198 (from 1)) yields:
® 18=4-(252—-1-198)— 1-198=4-252— 5-198
@ This method illustrated above is a two pass method. It first uses the
Euclidian algorithm to find the gcd and thenworks backwards)to express the
gcd as a linear combination of tlgle original two integers. A one pass method,
called the extended Euclidean algorithm, is developed in the exercises.
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Consequences of Bézout’s Theorem

Lemma 2: If a, b, and c are positive integers such th( t gcd(a, b) = 1)1nd a | bc,
then a | c. 4 =7

__mg,f Assume ged(a, b) =1and a | bc

Since gcd(a, b) = 1, by Bézout’s Theorem there are integers s and t such that
S Scay ctbh =c¢C
@ Multiplying both sides of the equation by c, yields sac + tbc = c. Cot
@ From Theorem 1 of Section 4.1: a ‘
a| tbc (partii)and a divides sac + thc since a | sac and a|tbc (part i)
@® We conclude a ¢, since sac + tbc =c.

Lemma 3: If p is prime and p | a,a,a,, then p | g for some i. <
(proof uses mathematical lnductlon see Exercise 64 of Section 5. 5.1)

SN A ey g..)‘vd‘ Y on® Tos>
® Lemmalis ch_al in the proof of the unigueness of prime factorizations.

a b &-

w2zl ;2;—) q[bc. — alc sls v
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Unigueness of Prime Factorization

@ We will prove that a prime factorization of a positive integer where the
primes are in nondecreasing order isfuniqué\ (This part of the fundamental
theorem of arithmetic. The other part, which asserts that every positive
p ‘integer has a prime factorization into primes, will be proved in Section 5.2.)
2\ "Proof: (by contradiction) Suppose that the positive integer n can be written
. 57" as a product of primes in two distinct ways: s o) n OV LA RV
S A=pip; - p. and 7= qug; - P oy

@ Remove all common primes from the factorizations to get

® Bylemma 3follows that p. divides gi. for some k, contradicting the
assumption that p;, and g;, are distincEprimes.

WL | ao ) cansle BU e coadi

@ Hence, there can be at most one factorization of n into primes in
nondecreasing order.

RSINe 9'r @£ I SLo o gI—

<
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Dividing Congruences by an Integer

Dividing both sides of a valid congruence by an

integer does not always p_rgdu.c&ala.hd_m_ngruence
(see Section 4.1). zas¢ an? (3> 2V SCrine SOt

But dividing by an integer relatively prime to the =
modulus does produce a valid congruence: ' "‘;c,(m,c,ﬂ

Theorem 7: Let m be a positive integer and leta, b, s
and c be integers. Iffac = bc (mod m)|and ged(c,m) = 2+

1, then a= b (mod M) fnr asG (s gux € 0§ s et

Proof: Since ac = bc (mod @), m | ac — bc = c¢(a — b)

by Lemma 2 and the fact that gcd(c,m) = 1, it follows
that m | a— b. Hence, a = b (mod m). <

m| (a-b)
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Section Summary

Linear Congruences —
The Chinese Remainder Theorem

Computer Arithmetic with Large Integers (not
currently included in slides, see text)

Fermat’s Little Theorem
Pseudoprimes
Primitive Roots and Discrete Logarithms

/
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Linear Congruences i
Definition: A congruence of the form - x=3 _9’.; Qs IS
ax = b(mod m), =t -&/ELJQ’\/\\

where m_is a positive integer, ¢ and b are integers, and x is a variable,
is called a linear congruence.

¥ = b(medm)

La..._ﬁla.‘.‘:) 7(‘....9&!

@ The solutions to a linear congruence ax= b( mod m) are all integers x
that satlsfy the congruence.

ac= | ( mead M )
Definition: An integer g such that aa = 1( mod m) is said to be an

) inverse of a modulo m.
Example: 5 isan inverse of 3 modulo 7 since 5:-3 = 15 = 1(mod 7)

@ One method of solving linear congruences makes use of an inverse g,
if it exists. Although we can not divide both sides of the congruence
by a, we can multiply by a to solve for x. A D ar'py 25 &

/S = Lol D ot E\ st o8

1 = M J& aa
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Inverse of a modulo m

@ The following theorem guarantees that an inverse of a modulo m
exists whenever a and m are|relatively primel Two integers a and b
are relatively prime when gecd(a,b) = 1.

Theorem 1: If a and m are relatively prime integers and m > 1, then
an inverse of a modulo m [exists] Furthermore, this inverse is unique
modulo m. (This means that there is a unique positive integer a less
than m that is an inverse of a modulo m and every other inverse of a
modulo m is congruent to_a modulo m.)

Proof: Since gcd(a,m) = 1, by Theorem 6 of Section 4.3, there are
integers s anc% t such that sa + tm = 1.

@ Hence, sa+tum=1(modm).

@® Since tm™= 0 ( mod m), it follows that sa =1 ( mod m) (= Sat+iMm

@ Consequently, s is an inverse of a modulo m.

@ The uniqueness of the inverse is Exercise 7.
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Finding Inverses
@ The Euclidean algorithm and Bézout. cgefﬁaents gives us

a systematic approaches to finding inverses. r T
-]

Example: Find an inverse of@modulo 7. T
Solution: Because gcd(3,7) = 1, by Theorem 1, an inverse
of 3 modulo 7 exists. F=3%2 +\

Using the Euclidian algorithm: 7=2-3 +1. = \"a B==

From this equation, we get —2-3 + 1-7 = 1, and see that —2

and 1 are Bézout coefficients of 3 and 7. e =-2
T nvers

Hence, —2 is an inverse of 3 modulo 7.

Also every integer congruent to —2 modulo 7 is an inverse of
3 modulo 7, i.e., 5, =9, 12, etc. £ 12
</ A
1 hders &€= =
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Finding Inverses

Example: Find an inverse of 101 modulo 4620.

Solution: First use the Euclidian algorithm to show that
ng(101'462 0) =1. Working Backwards:

42620 = 45101 +75 ,1=3—1-2

101 S 176 De 1=3—-1:(23— 7-:3)=—1:23 + 8-3
e e a9 1=-1-23+8:(26 — 1-23) =826 — 923
6193 3 1=826—-9+(75— 2:26 )= 2626 — 975
ol el Ly 1=26:(101 — 1-75) — 975
gy = 26-101 — 3575
9 gy 1=26101 — 35-:(42620 — 45-101)

= —35:42620 + 1601-101

Since the last nonzero

remainder is 1, Bézout coefficients : — 35 and 1601 || 1601is an inverse of
gcd(101,4260) = 1 101 modulo 42620
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=1 ~t-
26 = \SX\ x 1t | W= 2€x\v —\TX\
1S = lixy xy U = |SX) — I\x\
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a2 Zdas olus (D
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Finding Inverses

Example: Find an inverse of 101 modulo 4620.

Solution: First use the Euclidian algorithm to show that gcd(101,4620) =1

Vd620= 101XUS+FS
100 = 35 x\

X 26
) = W6 X2 ¥+
26 =23x) 4+ 3

2% =3 x3 +2
S =2 x\ x|

2 = A2 40

F5 = Ub20X| - 10IlYwS
26 = \6\ X\
23

- F5x\
= FSX) = 26f2L

3 = 26X\ - 23X\
2 = 23X) - 3XE
l = 3X\ =2Y)

\= 3Ix\ = 32Xx)Yx 3XF
\ = 26)(8"23)‘8

=

Y= 38 —23x)

- 23 X\ = \=26%8 -qx213
\= 26X8 ~35xQ 4 1BX2& —p

) = 28x26 -F5¥Q

\= 26 16\X\ — 35X \) = FSxq=p =260l - FSX3S

1= 26x101-35 (ué20x1 - ol xuS)

| — 'zjx(om - 35Xué20 4 Is?s xlol

| = 16l X ol — 3 sSxU622

-

T huerce

—
—

6ol



Solve the [;’neﬂ/ Conguvancy
(5% = 8 (pred 26)
J.0s8 AP, (Ged)(arm) N S3 Q
a s

a—

- a :
no S aseS i Ve (3
ax = b(maod m)

con M X T 2 b((mecl =) ),
SN «_ M
I5x = 3 (med 26)

GCD (‘S_/ 2.6) — |
jnverce of IS pmedulte 2€ = I

X — R3xF (med22¢)

X = 56((/\40('('16)

X = 56 306 -22.
\_/ %
-6 26

X =Y




/
/—\ ——

/
Using Inverses to Solve Congruences

@ We can solve the congruence ax= b( mod m) by multiplying both
sides by a.
Example: What are the solutions of the congruence 3x= 4( mod 7).
Solution: We found that —2 is an inverse of 3 modulo 7 (two slides
back). We multiply both sides of the congruence by —2 giving

—2 +3x=-2-4(mod 7).

Because —6 =1 (mod 7) and —8 = 6 (mod 7), it follows that if x is a
solution, then x = —8 = 6 (mod 7)

We need to determine if every x with x = 6 (mod 7) is a solution.
Assume that x = 6 (mod 7). By Theorem 5 of Section 4.1, it follows
that 3x = 3+ 6 = 18 = 4( mod 7) which shows that all such x satisfy
the congruence.

The solutions are the integers x such that x = 6 (mod 7), namely,
61320 ;and: —1 8 — 155



3% = 4 (mod L)
>
F - BX2 x | 1l = Il —3X2

3=3X\ *¥06

(nyevSEe —_—-2

BIX =y (vmed?)
X = R (mts&q')

%:—-2 )(-:..6
. -\ '3
SR8
+ z!

X = 6(msd?)
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The Chinese Remainder Theorem

@ In the first century, the Chinese mathematician Sun-Tsu asked:

There are certain things whose number is unknown. When
divided by 3, the remainder is 2; when divided by 5, the
remainder is 3; when divided by 7, the remainder is 2. What will
be the number of things?

@ This puzzle can be translated into the solution of the system of

congruences: d‘
x—2(mod3 ot /t’W. .
x = 3 (mod 5), /U’ ))

= 2 ( mod 2> ’)

@ We'll see how the theorem that is known as the Chinese
Remainder Theorem can be used to solve Sun-Tsu’s problem.
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The Chinese Remainder Theorem

Theorem 2: (The Chinese Remainder Theorem) Let m;,m,,...,m, be pairwise
relatively prime positive integers greater than one and ay,a,,...,a, arbitrary
integers. Then the system

x = a, ( mod m,)
x = a, (mod m,)

x = a, ( mod m,)
has a unique solution modulo m = mym, - - - m,.
(That is, there is a solution x with 0 < x <m and all other solutions are

congruent modulo m to this solution.)
Proof: We'll show that a solution exists by describing a way to construct the
solution. Showing that the solution is unique modulo m is Exercise 30.

continued —



The Chinese Remainder Theorem

To construct a solution first let M,=m/m, for k=1,2,..,nand m=mym,---m,,.

Since gcd(m,,M,) = 1, by Theorem 1, there is an integer y,, an inverse of M, modulo
m,, such that

M, y, =1 (mod m, ).
Form the sum
x=a,Myy, +a, Myy, +--+a,M,y,.

Note that because M; = 0 ( mod m,) wheneverj #k, all terms except the kth term in this
sum are congruent to 0 modulo m, .

Because M, y, =1 (mod m, ), we see that x = a; My, = a,( mod m,), for k = 1,2,...,n.
Hence, x is a simultaneous solution to the n congruences.

x = a, (mod m,)

x = a, (mod m,)

x = a, (mod m,)



C’Lmese ,éema.wde... ~Tleorem
X = &, (rmodm)
X = a2 (rod m,)

X = a3 ( mod m3)

m :ﬂ’hm;m;-..

s I M/m‘
Qe | m/m2
0’.1 m{ims3
Mg Y =1(medm)

X = Z ax’Mk:fc’ (-rHoa/m)

)( — Q.(m:cl’i)
X = 3 (wiedS) m=3XxS¥1 = 165
y e (Wodq')
s ¥ .
~ ggt Z':. ’a\NK%- __g__gyl-.z l(mods)
3 i ' uo IS=1Uyx3 5 2 |2=35x1-ux3
> s C3 3 =20 41 |1=3x-22\
) | »o L=2¥x14+D
s 233 | = 3x1=35x) + \1%3
~ ) = Y2x3 -1X3S
K= %Cmd 105) Y. 12
=TV
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The Chinese Remainder Theorem

Example: Consider the 3 congruences from Sun-Tsu’s problem:
x=2(mod3), x=3(mod 5),x=2 (mod 7).
® letem=3-5-7 =105,M, =m/3 =35 M; = m/5=21,
M, = m/7 = 15.
@ Wesee that
® 2isaninverseof M; =35 modulo3since35:2=2:2=1 (mod 3)
® 1lisaninverseof M, =21 modulo5since21= 1 (mod?5)
@® lisaninverse of M; =15 modulo 7 since 15= 1 (mod 7)
@ Hence,
x =a My, + a,M,y, + asM;y;
—735-2+3721-1 FZ°15-1 =233 =23 (mod 105)

@ We have shown that 23 is the smallest positive integer that is a

simultaneous solution. Check it!
oy - ot
- mod 0 el



xX = ‘Cmadq} WOT 2:&:5‘b-\-|> -£D

xz 2Cwmoadl) 3t US| Vo s
L, x=3 (~~ed?) St ¥V = 2 (med€)
f*yJ:'w\ 29
6= Sxls | 5t = | (modé)
| = 6X) -5 X\ ~] = (avers c..‘s'—\
t= = modé)
t::5(¥n6d£)

WAoo b e --@

.X-:S'(6M+S') ¥)
2= 30n +24
IVt e Gt @ Le s

3oU+26 73 med?
T l= =23 Mmod=
30U = § modF

I+
.\.\y}ﬂ‘

- _ -q -2 =
ZZ\J |bu U \_/

Yo=Y F +2 2 =30\ —UxF
U=-2X248

/LL: C mod? | o U-Fv+
X D, 00e o U w9

X =30ux26

x = 30(Fv4; 426 — 216V 4206
¥ = 206 (mod 210)
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Back Substitution

@ We can also solve systems of linear congruences with pairwise relatively prime moduli
by rewriting a con§ruences as an equality using Theorem 4 in Section 4.1,
substituting the value for the variable into another congruence, and continuing the
grocess until we have worked through all the congruences. This method is known as

ack substitution.

Example: Use the method of back substitution to find all integers x such that x =1
(mod 5), x = 2 (mod 6), and x = 3 (mod 7).

Solution: By Theorem 4 in Section 4.1, the first congruence can be rewritten as x = 5t
+1, where t is an integer.

Substituting into the second congruence yields 5t +1 = 2 (mod 6).

Solving this tells us that t =5 (mod 6).

Using Theorem 4 again gives t = 6u + 5 where u is an integer.

Substituting this back into x = 5t +1, gives x =5(6u + 5) +1 = 30u + 26.

Inserting this into the third equation gives 30u + 26 = 3 (mod 7).

Solving this congruence tells us that u = 6 (mod 7).

By Theorem 4, u = 7v + 6, where v is an integer.

Substituting this expression for u into x = 30u + 26, tells us that x = 30(7v + 6) + 26 =
210u + 206.

Translating this back into a congruence we find the solution x = 206 (mod 210).




pP=5 L= 2

mote 6=
> = l(modb‘) .

Fermat’s Little Theorem pierede Fermat

(1601-1665)
Theorem 3: (Fermat’s Little Theorem) If p is prime and a is an integer not

divisible by p, then ' =1 (mod p) P-1
Furthermore, for every integer a we have a” = a (mod p) a = 1(modV)
(proof outlined in Exercise 19) O-P - a (med p)

Fermat’s little theorem is useful in computing the remainders modulo p of
large powers of integers.

Example: Find 7°** mod 11.

By Fermat's little theorem, we know that 7!°=1 (mod 11), and so (7'°)*=1
(mod 11), for every positive integer k. Therefore,

7—‘:5 A modyV

s\(k‘l

Hence, 7°**mod 11 = 5. 222
7 /mod I =

7222 o, 722-10+2 i (710)2272 = (1)22 49 = 5 (mod 11)

272°4%moed ) = (—_;L"’ 2% mad)l = udmod
— gmoéflﬂ
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seudoprime in g
@ By Fermat’s little theorem n > 2 is prime, where °:‘:~:§'"

28 =1 (mod Tl) Pseud s frime

@ But if this congruence holds, u_ma.;anﬂ.tJn.e_pnm.e

mod n) are called

Example: The integer 3_4-_1 is a pseudoprime to the base 2.
341 =11-31
23*Y = 1 (mod 341) (see in Exercise 37) Q -:_._-:'. 1 (med @)

@ We can replace 2 by any integer b > 2.
Definition: Let b be a positive integer. If n is a composite

integer, and b™' =1 (mod n), then n is called a
pseudoprime to the ase b. 23'4‘_:_ \( ol 1«)

iy Comlosem 3¢u..- \l £33
a)”: MZ Ul s g - =
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Pseudoprimes  an,ws avz v
LIl oty o (ot T : :
@ Given a positive integer n, such that |2"!' = 1 (mod n):
@ If n does not satisfy the congruence, it is composite. < > 4=
@ [f n does satisfy the congruence, it is either prime or a

Eseudoprime to the base 2.

@ Doing similar tests with additional bases b, provides more
evidence as to whether n is prime.

@ Among the positive integers not exceeding a positive real

number x, compared to primes, there are relatively few .
pseudoprimes to the base b. R I IR N AR )b

@ For example, among the positive infegers less than [0 L o~
there are 455,052,512 primes, but only 14.884 _ , ;¢\ =
pseudoprimes to the base 2. :
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armichael Numbers —

( O p ti O n a I ) Robellrt Carmichael

(1879-1967)

@ There are composite integers n that pass all tests with bases b such that icd(b,n) =1.

Definition: A composite integer n that satisfies the c%gﬁuf_n_ce,b”'l =1 (mod n) for
all positive integers b with ged(b,n) = 1 is called a Carmichael number.

Example: The integer 561 is a Carmichael number. To see this:

@® 561 is composite, since 561 =3 - 11 - 13.
@® Ifgcd(b 561)=1,thengcd(b,3)=1,then gcd(b,11) = gcd(b,17) =1.
@ Using Fermat's Little Theorem: b> = 1 (mod 3), b*° = 1 (mod 11), b'® = 1 (mod 17).
@® Then
b>0 = (b?)?*° = 1 (mod 3),
b>%° = (b1%)% = 1 (mod 11),
g P v o e A G40 AYs B A

@ It follows (see Exercise 29) that b°®° = 1 (mod 561) for all positive integers b with ged(b,
561) = 1. Hence, 561 is a Carmichael number.
@® Even thou h there are i nitely many Carmic_hael umbers, there qr.e_g_thﬂj_test.s
(described in the exercises) that form the basis for efficient probabilistic primality
testing. (see Chapter 7)

A, ) ik P A ¢\
(loz)zs'-'- j(moss3) “ 174 = Lo ,pue §
(b'°)%: 1med ¥ -
('] im0 iT) W72 1 C med w)

9GCD(E5y b)) su8 s ¥
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Primitive Roots

Definition: A primitive root modulo a prime p is an
integer 1 in@ such that every nonzero element of Z, is a
5 2 . - ® - i
power of 1. + 0 \S ne) SasV L §IP £S ras s\ Ole
Example: Since every element of Z,, is a power of 2, 2 is
n . . H
a primitive root of 11.
Powers of 2 modulo 11: 21 =2,22=4,23=8,24=5,25=10,26=9,27 = 7,
28=320=2
Example: Since not all elements of Z,; are powers of 3.3
is not a primitive root of 11.

Powers of 3 modulo 11:3' =3,3%2=9,3° =5,3* =4, 3> =1, and the pattern
repeats for higher powers.

Important Fact: There is a primitive root modulo p for
every prime number p. = te
o S = a
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Discrete Logarithms

Suppose p is prime and r is a primitive root modulo p. If a is an

integer between 1 and p —1, thatis an element of Z, there is a unique
exponent e suchthat r*=ainZ, thatis, r*mod p = a.
Definition: Suppose that p is prime, r is a primitive root modulo p,

and a is an integer between 1 and p —1, inclusive. If r’mod p =g and

1 <e<p— 1, wesay that e is the discrete logarithm ot a modulo p to
the base r and we write log, a = e (where the prime p is understood).
Example 1: We write log, 3 @ since the discrete logarithm of 3

modulo 11 to the base 2 is 8 as 2° =3 modulo 11. 0= 3 susleelee [

Example 2: We write log, 5 = 4_since the discrete logarithm of 5
modulo 11 to the base 2 is 4 as 2* = 5 modulo 11.

There is no known polynomial time algorithm for computing

the discrete logarithm of a modulo p to the base r (when given
the prime p, a root r modulo p, and a positive integer a €Z,). The
problem plays a role in cryptography as will be discussed in Section
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